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Application Security Drivers

Á75% of cyber attacks & internet security violations are    
generated through internet applications.

Source: Gartner Group

Á60% of the top 100 most popular Web sites have either 

hosted or been involved in malicious activity in the first 

half of 2008 Source: Websense Security Labs

Á58% of total vulnerabilities are Web vulnerabilities.

Source: Symantec Threat Report ï2008

Á73% of easily exploitable vulnerabilities affected Web 
applications.   Source: Symantec Threat Report ï2008

400+ New Vulnerabilities a Month and Growing
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ÁHackers often use a combination of tools (proxies, fuzzers, 
spiders, decoders, etc.) and manual testing and analysis

ïBasic tools: Burp Suite, Paros, WebScarab, Tamper Data, é

ÁFingerprint underlying infrastructure and implementation 
technologies and try to explore known vulnerabilities

ÁTest infrastructure for weak configuration (e.g. directory 
listings, WebDAV, default credentials, debug mode, etc.)

ÁConsult search engines and other sources to retrieve 
information on the target (e.g. Google site: search)

ÁAnalyze all requests / responses using an intercepting proxy 
and a combination of different browsers and configuration 
settings (e.g. JavaScript enabled/disabled, with/without 
Flash, etc.)

How Do Hackers Work?
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ÁAttempt to map and analyze the application and identify

ïHTTP headers, cookies, URL parameters, POST data, hidden 

form fields, etc.

ïAuthentication & session management mechanics

(e.g. session tokens, login/logout pages, etc.)

ïClient side controls & app logic

ÁTry to observe / analyze any encodings and obfuscations of 
sensitive data (e.g. session tokens)

ÁTamper with identified parameters in order to provoke 
anomalies in app behavior (fuzzing)

ÁProvoke application exceptions that result in information 
leakage

ÁObserve any naming conventions that might reveal hidden 
content

How Do Hackers Work? ïContd.
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ÁSearch HTML source for any comments / disabled content

ÁTest for unsafe transmission of sensitive data (e.g. tokens) 

ÁAcquire one or more user accounts to compare behavior of 
the application before and after login (public vs. private 
pages) and between users with different access privileges 
Č test access controls & trust boundaries

ÁAnalyze account registration and recovery, as well as 
password change and ñremember meò functionality

ÁTest whether the application accepts attacker supplied 
session tokens (session fixation)

ÁTest multi-stage process flows / app logic flaws (e.g. 
shopping cards)

Áé

How Do Hackers Work? ïContd.
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A Few Attack Examples

1. Open Redirects

2. Client-Side Security Bypass

3. Application Input / Parameter Tampering

ï Example: SQL Injection

ï Example: Cross-Site Scripting (XSS)

4. Example: Cross-Site Request Forgery (CSRF)

5. Hackers Can Get Really Creative: 
Example Clickjacking
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Open Redirects

ÁOpen redirect: Client provided data is used by application 
to redirect browser to next page

ïExample: Drop-down value list that user selects to invoke an 
action of choice

ÁThis results in a vulnerability if the application fails to 
validate the client provided redirection value

ÁOpen redirects enable attackers to present malicious 
content in the context of legitimate, but vulnerable sites

ÁThe power of Phishing attacks rests in their credibility!

ÁRemember: URLs can easily be obscured

ïIP address in dotted-decimal, dword, octal or hexadecimal

ïURL redirection services, like TinyURL

ïMore info: http://www.pc-help.org/obscure.html
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Client-Side Security Bypass

ÁDonôt build your security model on the Web browser (client)

ÁClient-side security controls (e.g. input validation) can be 
tampered with

ÁEasy to exploit ïjust trap the response with an intercepting 
proxy and edit the script 

ÁAttackers can bypass JavaScript client-side logic altogether

ÁAttackers often donôt even use a browser for their attacks!

ÁBottom line: The application must assume that each client 
request is potentially malicious; client side input validation 
provides convenience and better usability, but not security
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Application Input / 

Parameter Tampering 

ÁAll client input / request parameters must be validated  / 

checked, and filtered / scrubbed if needed

ïApplies to all kinds of HTTP ñparametersò: HTTP headers, 
cookies, URL parameters, POST data, hidden form fields, é

ïBeware of parameter (double) encoding

ÁAll client requests could potentially be malicious! 

ÁExamples of vulnerabilities that can result from insufficient 

input / parameter validation:

ïSQL Injection

ïCross-Site Scripting (XSS)
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SQL Injection

ÁWhat is it?: Database contents are compromised or 

disclosed by the use of specially crafted input that manipulates 

SQL Query Logic (often using tautologies).

ÁRoot Cause: Failure to properly scrub, reject, or escape 

domain-specific SQL characters from an input vector.

ÁImpact: Compromised data confidentiality, integrity, and 

availability with the ability to read, modify, delete, or even drop 

database tables.

ÁSolution: Use parameterized SQL statements. Define 

accepted character-sets for input vectors, and enforce these 

whitelists rigorously. Use backlists where whitelists are not 

applicable. Validate data length of all inputs.
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